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Verification without VeriFlow

Verifying neural networks involves checking if a network f satisfies
a semantic property P, often expressed as wpre(X) — ppost(f(X)),
where ¢pe and ppost are pre- and postconditions. Here, we verity
whether all inputs classified as zero have low confidence.

Here, we verify whether all in-distribution inputs classified as zero
have low confidence. In-distributionness is specified by VeriFlow.
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Without VeriFlow, the neural network is
checked even on inputs that do not occur
In the real world and have no meaning.
Consequently, counterex-
amples are typically noise.
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With VeriFlow, the neural network S
IS checked only on typical inputs.
Consequently, counterexamples re-

veal practically relevant bugs.

Architecture of VeriFlow

VeriFlow Fy : R™ — R™ maps a simple base distribution B to the Features of VeriFlow

target distribution D as follows (Figure inspired by [3]):

Sampling and Density estimation
Both computed efficiently via inference.
F is a Bijection
All points can be sampled and estimated.

A Q_eneral bijective afflllne t.ransiorm parametrlzed by LU decom- F is Piecewise Linear
position [1] (kernel of bijective 1* convolution for tensors). Fis a MILP-encodable Rel U-network
Ci: Masked additive coupling layer Ci(x) = x + (1 — m)ci(mx) [2]. _ : '
All but the last affine transform are applied as adjoint action to Uniformly Scaling (Constant | det J,_-9_1 (x)], US)

coupling layers. VeriFlow maps upper density level sets (UDL) sets of the base

Training maximizes the likelihood of each t1raining sample x € D distribution to UDLs of the data distribution. The figure shows
and the learned distribution pr, ) = ps(F, " (x))| det Jg—1(x)]. flows mapping data densities (colored) onto a 2D Gaussian.
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VeriFlow outperforms the US baseline MaCow. Learned distribu- UDL of base distribution is an /,-norm ball.

tions tend to be over-approximations, admissible for verification. > VeriFlow uses a k-radial distribution, where the probability
density depends solely on the ¢,-norm of the input.

» The UDL is then precisely characterized by a simple box (/).

» Enables use of abstract interpretation tools as shown below:
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VeriFlow

Statistical Evaluation Suite for VeriFlow

Detect discrepancies via latent norms (PP-plots, KDE), and unifor-
New Notion of Global Robustness mity on the latent simplex (normed absolute values).

We verity robustness of a classifier ¢ for all inputs x, drawn from the Radial Flow Evaluator: Over. vs Under-Approximation Detection
UDL of VeriFlow F with base distribution B. One global certificate
covering a g%-UDL implies local robustness for g% of the dataset, N
making its overhead worthwhile for multiple instances.
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